ENHMEPQZH NA THN EMEZEPTAZIA MPOzQMIKQN AEAOMENQN

ZTO NAAIZIO AEITOYPTIAZ KANAAIQN YNOBOAHZ ANADOPQN

MNotog eival uteBUVVOC ENeEepyaciag TWV TPOCWTILKWY oA S£60UEVWVY;

H QUEST ENEPTEIAKH MAEBE pe €6pa otnv KaAABea ATTiKAG, emti tng 080U Apyupourolewc 2a, T.K.
1767, AOM: 998922586, Ap. FEMH: 121695501000 (edetrc «Etalpeia») eilval o umeuBuvog
enetepyaoiag Twv mpoowrikwy dedopévwy (epetng Aedopévwy) Moy CUAAEYOVTAL LECW UDLOTAUEVWY
kavoAlwy UTtoBoAn G avadopwy, BAoel Tng keluevng vouoBeaoiag mepl mpoowrikwy SeSopévwy.

I rtolo okomo n Etalpela cuAAEyeL kal emefepyaletal Ta Aedopéva aag;

H Etalpelo €xel Béoel oe edapuoyn kavaAlo umofoAng avadopwyv oto mAaiolo tTng mpoAnyng,
avixveuong n tepeivnong MapATUTIWY, AVTISEOVTOAOYIKWY, TIAPAVOUWY N OELOTIOVWY CUUTEPLOPWY
evtoc tng Etalpelag. Ou avadopég/katayyelleg mapatumiag, mopdAewpng n aflomowvng mpdaéng
adopoulv -ara bev meplopilovrtal- ota akdAouBa:

= KAomn
= ATATn
"  AwdBopa

=  Awpodokia (mpoodopd/anodoxn)

=  [lapaBiacn avBpwrivwy SikalwudTwy (SltadopeTikdTnTa, Slakpiloelg Adyw dUAou, Bpnokelag,
€6VIKOTNTAG K.ATL.)

= Katdypnon MeEPLOUCLAKWY OToLXElwY

= [lpatelg mou BEtouv oe kivbuvo TtV uyeia kol achaiela Twv epyaloUEVWVY

= [Ipatelg emilfULeC TPogG To ePLBAA OV

= [lpatelc mou pmopel va odnynoouv ce mapafiacn g vopoBeoiag ylwa tov ehelBepo
QVTAYWVLOUO

= [lpGéelg TOU €pxovTal 0 oUYKPOUON UE Ta cupdEpovTa TG ETawpeiag i/kat tou OpiAou

=  [apaBioon twv MoAtikwy kat Aladikaclwy TnG Etalpeiag kal Twv etalpelwy tou Opthou pe
Kivéuvo mpdkANGoNG OLKOVOULKAG {nuiag

= [lapaBioon Tou vouoBetikol mAaloiou Tou Sl€mel Tnv Etatpeia kal ti¢ etalpleg Tou Ouilou
™M¢ (oupmephapPavouévne tng vopoBeoiag mou SLEMEL TNV TPOOTACIA TIPOCWTIWY TOU
avadépouv mapafLacelg evwaolakol dikaiou)

= AN un nBwkn/avapuootn cuunepldbopd (mpatelg mou mpoosBAAOUY Toug Kavoveg NOLKAC Kal
Seovtoloylog tou OuiAou).

= [leplotaTikd Blag Kal mapevoxAnong

= [leplotatikd mapafiaong mpoowrikwy dedopévwy (data breaches)

= [leplotatika mapafiaong aopaielac mAnpodoplwy (security incidents)

O avwTtepw KaTdAoyoc dev eival eEavtAnTIKOC, aAa pooplleTal va emeénynoel eVOEIKTIKA TO (60¢ Twv
NTNUATWV.

Eav ol avwtépw mpagels umokelvtal o€ onoladrmote vouikr dtadikaoia, n onola mpofAénetal amo tnv
€6vikn) vouoBeaia, n Aloiknon tng Etalpeiag f tng ekdotote etalpeiag tou Opidou Ba amooTéNel
aueAANTL TNV KaTayyeAia otnv apuodia Yrinpeoia/Apyn npog mepaltépw Slepelivnon.

Ao noleg nyeg Aaupavel n Etapeia ta Aedopeva cag;

H Etatpeia AappBavel ta Asdopéva ou uTtoBAAAOVTAL UE TOUG TTAPAKATW TPOTIOUC:



o Méow email otnv nAektpovikry SlelBuvon milisemas@questenergy.gr. 2tnv mepintwon
avwvupng avadopac/katayyehiag cuviotatal n xprnon pn etatpkol email yia TNV UToRoAn
™N¢ katayyeAlog (r.x. gmail)

e Méow Tou site tng Etalpeiag.

o  Méow email otnv nAektpovikr SlelBuvon databreach@questenergy.gr yla TG TEPUTTWOELG
napaBioong mpoowrikwy SeSOUEVWV.

o  Méow email otnv nAektpovikr SietBuvon infosec@quest.gr, umdyn YrnevBuvou Acdaielag
MAnpodoplwy TnG Etalpelag yla Tig mepmtwoelg mapapiacnc achaAelag mAnpopopLwy.

o Méow Ttaxudpouelov otn SlevBuvon g Etalpelog, umoyn YmevBuvou KavovioTikng
JuPUOpdwoNg, He TNV €vdelEn «Eumoteutikdo» | av adopd oe mapaliaon MPOoWIIKWY
bdebopévwy umon YrevBuvou Mpootaciac Mpoowrnikwy Asdouévwy f av adopd oe {nTrHUATA
napaBiaong Aodarelag MAnpodoplwy umogn YmevBuvou Acddrelag MAnpodoplwy TG
Etalpeiac.

Eniong, n Etalpela evoexetal va AaPetl Sedopéva péow avadopwv mou tne Stafipalouv BuyaTpLkES
etalpeieg tou Opihou, oto Babud mou pia avadopd Biyel Intrjpata dnuoociouv cupdépovtoc 1 adopd
apeoca/éupeca otnv Etatpela.

Y10 mAaioto ¢ Stepelivnong pLog avadpopac, n Etalpeia evbéxetal va cUAEEEL epaltépw Asdopéva
HEOW TNC SLEVEPYELOG OCUVEVTEVEEWY UE TA EUMAEKOUEVA LEPN, KOBWC KaLl amd AANEG TTNYEG, CUUPWVA
e 6oa opilovTal oTIC EoWTEPLKEC TNG MOALTIKEC Kal Aladikaciec.

T Aebopéva enetepydletal n Etalpeia;

Me okomo tnv eakpiPwon 1 un tNC BacuotnTag cuyKeKpLLEVNG avadopdc/katayyehiag kot Tng
nepaltépw Slepelivnong Tou avadePOLEVOU TIEPLOTATIKOU, N Etatpeia enetepyaletal ta Aedopéva mou
UTtoBAAAOUV OLKELOBEAWC OL AVAPEPOVTEC, ATOL EVOELKTIKWE KAL OXL TIEPLOPLOTIKA:

(a) Ta yeyovota mou mpokaAecav tv umoia/avnouxia, pe avadopd oe ovouaTA, NUEPOUNVIEG,
éyypada, Tomobeoieg kal

(B) Tov Adyo mou obrynoe otnv uTtoBoAn TnG avadopag/katayyeAiog.

Ye kapia mepimtwon Sev avapévetal n avodopd/katayyehia va amodelkviel TIC evOeXOUEVEC
avnouyxieg/umoieg Tou avadEPOVTOC, WOTOCO TPOTPETETAL VA avodEPOVTOL OAEC Ol SLABECIEG
nAnpodopieg, wote va SteukoAUvetal n Stepelivnon Tng uTtoBeong

Oa npénel va onpelwBel otL n Etalpela uéoa anod ta kavdAia uroBoAr¢ avapopwv mou Beopobetel
Slvel ™ Suvatotnta otoug avadépovieg va umoBAaMouy TV avadopd Toug eite eMwVUPWG elte
aVWVULWG. OLavadopég mpenel va yivovtat «kaAn T niiotew. H Etalpeia deopeletal va mpootateloel
Toug avadeépovieg, dedopévou OTL umERBaAAav tnv avadopd KaAn tn miotel amo kabe Sidkplon n
Suopevn petayeiplon, Tuxov otoxomolnaon 1 mpan, n onola otoxeVEL 0TNV TILWPLA TOU Kal TPpoPAEMEL
Sduopevn emayyeAUaTIk petakivnon/uetabeon n Alon epyaciag. Metd To mépag Tng e€€Taong NG
avadopdg, dev TpoBAEMOVTAL KUPWOELG 1| CUVETELEG Yyl 0ooug Sev amodelxBbel otL SiEmpatav N
OUVTEAECQV EKVOLN EVEPYELQ.

Nolog éxeL mpdoBacn ota Aedopéva;

MpoéoBaocn ota Aedopéva mou nepAapBavovtal oTic avadopES yla ToUG OKOToUG TG e€ETAONG N TNG
Slaxeiplong Twv avapopwy UIopouv va €XoUV LOVo 000l eumAEkovTal oTn Staxeiplon kat Stepelivnon
TOU €KAOTOTE TIEPLOTATIKOU KAl 0TO BaBuo mou amalteltal.


http://questaioliki-megaloplai.gr/
mailto:infosec@quest.gr

ElbikodTtepa, ta Asdopéva mou mepAapBavovtal ot avadopEC KOWVOTIOLOUVTAL KATA MePMTwaon Kat
avaioya t GUOoN TOU TEPLOTATIKOU Kal CUHPWVA TTAVTOTE UE TIG OXETIKEC MOALTIKEC Kat Atadikaolieg
ota MEAN tn¢ Emrpomig Aflohoynong Avadopwv tng Etalpelag (edv 1o TEpLOTATIKO adopd
Bila/mapevoyAnon), otov YmeuBuvo Kavoviotikng Zupuopdwong (umevBuvog mapaiaPfng kol
napakoAovBbnong  avadopwv), otov  EmikedboAng  Eowteplkol  EAéyxou  (umeuBuvog
Slaxelplong/e€eétaong Twv avadopwy) otnv YmelvBuvn Mpootaociag Asdouévwy, otnv Emitpomnn
EAéyxou, oto AokNTkO YULPBOUALO, 0t eéwTeplkoUG cUpPBoUAoUC Tou Oeopeliovial PE PHATPEC
EUTILOTEUTIKOTNTAG, SIKNYOPOUC, KABWC Kol 08 SIKAOTIKEC /KOl SLOKNTIKES APXEG.

Emtiong, ta AsSouéva ou epAapBAavovTal 0T avadopec/KaTayyeAles KOWOTOLOUVTAL OTA ATOUO TTOU
niephappavovtat otnv avadopd/katayyeAia, oTouc HAPTUPES KAl O OmoLovOATOTE AANO €XEL EVVOLO
oupdEpov. ‘OTav emiTpenetal N npoofacn Twv AeSopévwy oTa ATOHA TIoU TeplAapfavovtal otnv
avadopd/katayyeAla, amokpUTTTOVTAL T OTOLKE(D TOU KOTAYYEAAOVTOG KOl TWV MOPTUPWY, EKTOC av
avtol éxouv Swoel pntA cuykatddeon, kabwe kat av anodeiybnke ot n avadopd/katayyeiia Atay
KaKOBOUAN.

Ol avadepopevol Kat ol epmAekopevol otn Stadikaoia Stepevivnong tng avadopdg EVNUEPWVOVTAL yLa
TO TIEPLEXOUEVO TNG avadopAC KAL yLO TA OXETIKA SIKALWUOTA TOUG KOl TNV Aoknorn Toug, cUUdwvA HE
TO oyVov mAaiolo. QoTd00, N MAPOXN EVNUEPWONC eEeTAlETAL KATA TepimTwon KaBW¢ evdéxeTal va
TPpoKUWIOUV TIEPUTTWOELG, OTIOU N WG AVW EVNUEPWON UMOPE(, EVOEIKTIKA, a) va TMAPAKWAUCEL TN
Sdlepelivnon tng umoBeong kal va mapeunodicel tnv afloAdynon tng avadopdg kabwg Kot Tnv cuAoyn
TIANPODOPLWV KaL OTOLKE(WV TTIOU amaltouvtal, i B) va odnynoel aueoa ) EUECA O€ TAUTOMOINON TWV
avadepOVTWY, 1Y) va 08Ny oeL o€ amokAAU PN EUTLOTEUTIKWY TTANPOPOPLWY OL OTIOLEC AOYW TNS dUONG
TOUC Kal Olwg AOyw TwV UTEPTEPWY EVVOUWY OUPDEPOVTWY TNG ETalpeiag, mpémel va mapapeivouv
anoppnteg, N 8) va mapeumodicsl TNy Beuehiwon, Aoknon f UMOOTNPLEN VOULKWY OELWOEWY TNG
Etawpelag A/kal tnv Tuxov mowikn dladlkacia. Y& TEePUMTWon mou ocol meplhapPdavovtal otnv
avadopd/katayyeria dev evnuepwBolv GUECA Yla TO TIEPLEXOLEVO QUTAG, TIPOKELUEVOU va PNV
TipoBoUlvV Og eVEPYELEC TTAPAKWAUGNC TNG EPELVAG, OL AOYOL TNC OXETIKAG KaBuatepnaong Ba mMpeEnelL va
anotuntwBouv eyypddwc Kal to &yypado va kataxwpnBel oto pakeho Tng undBeonc.

Ta Asbopéva mou AapPavet n opdda Sraxeipiong katayyeAiag StopiBalovral os Tpitoug;

Ta Aebopéva kal yevikd ol mAnpodopieg mou Aaufavel n oudada Slaxeiplong katayyeiiag Sev
dlaPiBalovral oe GAAa poowra ) opddec NG Etalpeiag ) tng etatpeiag tou Ouilou (mou adopd to
TIEPLOTATIKO), EKTOC €AV N €V AdOyw OSlaBifacn Bewpeital amoAUTwg avaykaia yla Toug okomoug TG
TIEPALTEPW EPEUVAC TNG KATAYYEALOC KAl QMOKAELOTIKA TIPOG TA AMALTOUHEVA ATopa otn BAcn g
avaykaiag yvwong.

Nboo kapd tnpouvtal ta Asdopéva ou epnepléxovral o avadopa/katayyeAia;

H Etatpeia Ba tnpel Ta AeSouéva yla GUYKEKPLUEVO XPOVO amd TNV OAOKANPWON TNG EPEUVAC, O OTIO(OC
Sladoporoleital avaloya pe To mopLopa autne. Eldikdtepa:

e Xtnv neplmtwon nmou n avadopd KplBel aBAotun 1 kataxpnoTikr 1 6V MEPLEXEL TEPLOTATIKA
Tou otolxeloBetouv moapafiacn 1 dev ouvipéyxouv ocofapég evdeitelc mapafiaong Ta
Aebopéva Slaypadovtal evrog €L (6) unvwy amo t B€on ¢ oto apyelo.

e Jinv mepimtwon mou n avadopd/katayyelio akoAoubrioestl tn voulkn 086, ta Asdouéva
Slaypadovtal Ye TNV €KGOON AUETAKANTNG SIKAOTIKAG armodaonc emi auTAG.

e YTnVv meplmtwon nmou and tv avadopd/KotayyeAla mEokUPoUYV TEKUNPLWUEVO EUPHATA ELG
Bapoc epyalopévou/oteéxoug tne Etalpeiag r etalpelag Tou Opidou (mou adopd TO
TIEPLOTATLKO), Ta AsSopéva Statnpouvtat kad’ 0An tn Stdpkela amacxdAnonc Tov/oxéong Tou



pe tnv Etalpeia f v etalpeia tou Opihou kat dtaypadovral ikoot (20) €tn PETA TNV UE
omolovdAmote Tpomno AREn/Avon tng ouvepyaoiac.

e YTnV meplmtwon nmou and tnv avadopd/KotayyeAla mEokUPOoUY TEKUNPLWUEVO EUPHATA ELG
Bapog tpitou A.X. eAATn, MpopnBeutr, e€wteplkol cuvepydtn g Etalplag 1 g etalpeiag
Tou OpiAou (rmou adopd to neplotatiko), Ta Asdopéva dlatnpouvtal kab” OAn tn Stdpkela TNG
ouvepyaotiag tou kat Staypddovtal évie (5) £Tn LETA TNV PE omolovsnmote Tpomo Anén/Alon
TN¢ ouvepyaciag.

Y& OAEG TIG TIEPLITTWOELG TNPOUVTAL OL OXETIKEC MOALTIKEC TNC ETatpeiag yia t Statripnon kat Staypadn
TWV POCWTTILKWY OEOOUEVWV.

TLTEXVIKA KOl OpyavwTIKA LETpa edapuoleL n Etalpeia yia Tnv mpoaotacia twv AsSopevwy;

H Etalpeia edappolel ta anapaltnta TEXVIKA KAl OpyavWTIIKA HETPA yla va e€aodaA{oel oplopévo
eninedo aopdAelag avaioyo ue toug kivduvoug mou udlotavtal Adyw tne eneéepyaoiag kal ev oel
™N¢ duong Twv umo enetepyaoia Aedopévwy, cUUPWVA LE TLG LOXUOUOEC TIOALTIKEG Kal Stadikaoies tng
Etalpelag o oxéon ue tnv enefepyacia Twv Aedopévwy Kal TNV aoPAAELd TwWV TTANPOGOPLWY (OTIWG
npooBaocn os mAnpodopiec on a need to know basis, S€opeuon Tou MPOCWTILKOU ToU €XEL Tpoofaocn
LE UTIOXPEWOT EUMLOTEUTIKOTNTAG, EAEYXOC TwV SIKALWUATWY TPocBacnc, xprnon kpumrtoypddnaong,
eTiBAen efomAlopol kol uTnNPECcLWY TIANPOdOPLKAG O TAAPN ocupudpdwaon e TNV Loxlouoa
vopoBeaoia, KAT).

Mou umnopw va ansuBuvBw yLa neplacotepeg MAnpodopleg;

Ma meplooodtepeg MANpodopieg yla v enefepyacia Twv AeSopévwy oag Kol Ta SIKALWUATA cag,
mapakaAoU e va avatpétete otn AnAwon Mpootaciag MNMpoowrnikwy AeSOUEVWY TIATWVTACG OTOV £EMC
ouvbeapo, otnv MoAwtik Alaxelplong Avadopwv-Katayyehlwyv  va anevBuvBeite otnv YmelBuvn
Mpootaciag Aedopévwy (DPO) otnv nAektpovikn dtevBuvon: dpo@questenergy.gr.
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